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@ The present invention provides a method for

controlling copyright of digital data in a database

system including real time transmission of a digital

picture.

Copyright is controlled using one or more of

copyright control program, copyright information or

copyright control message as necessary, in addition

to a permit key. The copyright control program, the

copyright information and the copyright control mes-

sage are supplied together with the permit key, or

FIG. 1A

NEED STORAGE PERMIT KEY.

they are supplied together with the data, or a part of

them is supplied togther with the permit l<ey and

other part of them is supplied together with the data.

The data, the permit key, the copyright control

message, the copyright information and the copy-

right control program are transmitted with encrypted

but are decrypted when using, or they are transmit-

ted with encrypted and are decrypted for display

only, otherwise remain in encrypted, or they may not

be encrypted at all.

FIG. IB

STORAGE UNAVAILABLE.

EDIT UNAVAILABLE

TRANSFER UNAVAILABLE.
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BACKGROUND OF THE INVENTION

(Field of the Invention)

The present invention relates to a method for

controlling copyright on utilization, storage, copy-

ing, edit and transfer of digital data, and in particu-

lar, to an application of the method to a multi-

media system.

(Prior Art)

In the information-oriented society of today, a

database system is being propagated, in which It is

possible to use various types of data, stored In-

dependently by each computer in the past, by

connecting the computers by communication lines.

In such a database system, the information

handled so far has been classical type coded In-

formation, which can be processed by computer

and contains relatively few amount of information

and monochrome binary data such as facsimile

information at the most, and it is not possible to

handle the data containing relatively large amount

of information such as natural picture or animation.

With rapid progress of digital processing tech-

nique for various types of electric signals, a tech-

nique for digital processing of picture signals other

than binary data, handled only as analog signals in

the past, is under development.

By digitizing the picture signal, it becomes

possible to handle picture signal such as television

signal by computer, and attention is now focused

on "multi-media system" , which can simultaneous-

ly handle the data processed by computers and

also digitized picture data, as a technique of the

future.

Because the picture data contains overwhel-

mingly large amount of information compared with

character data and audio data, It is difficult to store,

transfer or process by computer.

For this reason, it has been designed to com-

press and expand these picture data, and several

standards for compression/expansion of picture

data have been prepared. Among them, the follow-

ing standards have been established as common
standards: JPEG (Joint Photographic image coding

Experts Group) standards for still picture, H, 261

standards for television conference, MPEG1 (Mov-

ing Picture image coding Experts Group 1) stan-

dards for picture accumulation, and MPEG2 stan-

dards to cope with the current television broadcast-

ing and high definition television broadcasting.

By these new techniques, it is now possible to

transmit digital picture data at real time.

In analog data, which have been widely used in

the past, the control of copyright occurring in these

processings did not become an important issue

because quality of these analog data is deterio-

rated each time when these are stored, copied,

edited or transferred. However, quality deterioration

of digital data does not occur even when these are

5 repeatedly stored, copied, fabricated or transferred,

and the management and control of copyright oc-

curring in the processings are an important prob-

lem.

Up to present, there has been no adequate

10 method for management and control of copyright

for digital data. It has been merely managed and

controlled by copyright law or by contracts. In the

copyright law, merely compensation for digital type

sound and picture recording devices have been

75 prescribed.

In the use of database, it is possible not only to

refer to the content thereof but also effectively

utilize the obtained data by storing, copying or

editing, and also to transfer the edited data to other

20 persons or to the database and to register as a

new data.

In the conventional type database system, only

character data have been handled, while, in multi-

media system, sound data and picture data, which

25 are originally analog data, are digitized and used as

database in addition to the data such as characters

used as database.

Under such circumstances, it is an important

problem how to handle copyright of the data, which

30 have been as the database. However, there has

been no means for copyright management and

control, In particular, on copying, edit, transfer, etc.

A system for executing copyright control by

obtaining a permit key from a key control center

35 via public telephone line for using encrypted data

has been disclosed in Japanese Patent Application

4-199942 (GB-931 4848.4, DE-P4323569.7, and FR-

9309213) and Japanese Patent Application 4-

289074 (GB-9321 742.0, DE-P4335835.7, and FR-

40 9312725) of the present inventors, and a device for

this purpose has been disclosed In the Japanese

Patent Application 4-276941 (GB-9321 202.5, DE-

P4334931.5, and FR-9312285).

45 SUMMARY OF THE INVENTION

It is an object of the present invention to pro-

vide a method for controlling copyright in display

(including the process to sound), storage, copying,

50 edit and transfer of digital data in a database sys-

tem including real time transmission of digital pic-

ture by developing the inventions of the prior ap-

plications further.

For the control of copyright, it is essential in

55 the database system, to which the present inven-

tion is applied, to transmit one or more, when

necessary, among copyright information, copyright

control message and a program for controlling

2
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copyright, in addition to a key which allows to use

to users who wishe to use encrypted data.

The copyright control message is displayed on

a screen and advises or warns the user in case the

data are being utilized other than the conditions of

user's request or permission. The copyright control

program watches and controls in order that the

data are not utilized beyond the conditions of the

user's request or the permission.

The copyright control program, the copyright

information and the copyright control message are

supplied together with a permit key In some cases,

or they are supplied together with data in some
other cases. Or, a part of them is supplied together

with the permit key, and other part is suppled with

the data.

For the data, the permit key, the copyright

control message, the copyright information and the

copyright control program, there are the following

three cases: a case where these are transmitted

with encrypted, and upon using, the encryption is

decrypted, a case where they are transmitted with

encrypted and remain in encrypted except being

decrypted only when they are displayed, and a

case where they are not encrypted at all.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1A and Fig. 1B each represents examples

of display pictures of messages of the present

invention;

Fig. 2A and Fig. 2B each represents a drawing

for showing television signals; and

Fig. 3A to Fig. 3J each represents concept of

the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIIVIENTS

In the following, description will be given on

embodiments of the present invention.

In the prior patent applications mentioned

above, it is described under the assumption that a

permit key obtaining route is different from a data

obtaining route as shown in Fig. 3A, and the permit

key is obtained from a key control center via public

telephone line. However, if a charging method is

determined, it is possible to obtain the permit key

via a communication system, through which the

database is supplied.

In the system of the prior patent applications, it

is assumed that the permit key for secondary ex-

ploitation is used for distribution of the data for

secondary exploitation, and secondary exploitation

of storage, copying, edit, transfer, etc. of data is

not included in the assumption. Also, it is assumed

that the data is distributed only inside LAN, to

which the users belong, and distribution to outside

is not assumed. Therefore, this system is not ade-

quate to cope with the secondary exploitation un-

less the users are conscious in esteeming the

copyright.

5 To cope with various forms of the secondary

exploitation as described above, a plurality of the

permit keys are prepared to match each form of

use, and no utilization is possible unless there is a

permit key suitable for the desired form of use.

w As the forms of use of database, there are

display, storage, copying, edit, transfer, etc. Simply

speaking, the permit keys suitable for these forms

of use should be prepared.

However, in case it is desired to execute sev-

75 eral forms of use at the same time, it is necessary

to obtain a plurality of permit keys. If failing to

obtain the permit keys, the desired form of use

may not be executed.

To avoid such situations, a permit key can be

20 used, which makes it possible to execute several

forms of use, for example, permit keys, which are

hierarchical and an upper-level key also fulfills the

function of a lower-level key.

For example, from lower-level to upper-level is

25 defined as display < storage < copying < edit <

transfer. By the display permit key, only display

can be executed. Display and storage can be ex-

ecuted by the storage permit key. Display, storage

and copying can be executed by the copying per-

30 mit key. Display, storage, copying and edit can be

executedby the edit permit key, and display, stor-

age, copying, editand transfer can be executed by

the transfer permit key.

In the prior patent application, i.e. in Japanese

35 Patent Application 4-276941 (GB-932102.5. DE-

P4334931.5 and FR-9312285), the present inven-

tors have proposed asystem, in which a plurality of

encrypted data, each of which is encrypted by a

plurality of different crypt keys, are recorded as

40 encrypted, and data are decrypted when uing, i.e.

a system where storage permit key is used as the

lowest level key.

By applying this system, it is possible to set

from lower-level to upper-level in the order of stor-

45 age < copying <transfer < display < edit. Specifi-

cally, if is set in such manner that storage can be

executed by a storage permit key, storage and

copying can be executed by a copying permit key,

storage, copying and transfer can be executed by

50 a transfer permit key, storage, copying, transfer

and display can be executed by a display permit

key, and storage, copying, transfer, display and

edit can be executed by a edit permit key.

In this system, storage, copying and transfer

55 are placed at lower level than display because,

even when storage, copying and transfer are ex-

ecuted on the data, which cannot be displayed, it is

difficult and meaningless to utilize such data, and it

3
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is necessary to execute display in order to utilize

the data.

This hierarchical arrangement is best suited to

a system, in which encrypted data are supplied

and are utilized using a permit key.

The permit key is usually offered to the user

on pay basis. Therefore, except the case where it

is allowed to utilize the data limitlessly, the number

of use times of the permit key is limited to one

time or several times if it is necessary to limit the

number of use times.

Because the data can be used if there is a

permit key, it is possible to use the data beyond

the range of permission if the permit key is du-

plicated or falsified. To prevent this, the permit key

is encrypted.

The use of data Includes storage, display,

copying, edit, transfer, etc. thereof, which are nec-

essary to be allowed or prohibited.

In case it is necessary to limit the number of

use times or to limit forms of use, it is desirable to

display a message for such purpose.

In case the information on copyright is falsified,

the data supplier or the user may undergo damage,

and this must be prevented.

To ensure completeness on copyright control,

information on original copyright and information

for secondary and tertiary copyright on edition of

data are given to the data.

The above copyright control is executed by the

copyright control program.

In conventional type database sysem, the data

itself is offered in completely defenseless state.

Therefore, the copyright control can be executed

only when data is taken out from the database. In

the subsequent copyright control, there is no other

way but to rely on conscience of the users and to

take necessary measures when the data are uti-

lized beyond the permission range of use.

For this reason, as described in the prior patent

application, i.e. in Japanese Patent Application 4-

276941 (GB-932102.5, DE-P4334931 .5 and FR-

9312285), the data supplied from the database are

left in encrypted state, and storage is executed

under this condition, in addition, copying and trans-

fer are also executed in encrypted state. And de-

crypting is performed only in display and edit, and

these are control led by the copyright control pro-

gram.

In so doing, it is impossible to use the data

beyond the permitted range.

In this case, the copyright control porgam may
be integrated with the data or may be encrypted.

Because the copyright control program is en-

crypted and the permit key decrypts the copyright

control program and because the copyright control

program decrypts and encrypts the data, the data

are encrypted twofold.

In this case, if a key unique to the data is

added to the copyright control program to encrypt

the data, it is impossible to decrypt the data in

case the copyright control program is separated.

5 In this copyright control program, in case the

data are stored, copied or transferred even within

the permitted range, and if these are executed after

the data and the copyright program have been

encrypted, it is impossible to use the data in inad-

70 equate manner.

In case an operator inadequately uses a com-

puter program and, as a result, the computer does

not respond any more or computer operation is

stopped, error message is displayed so that the

75 operator may understand the cause. Similarly, if a

user of the database erroneously uses beyond the

permitted range of the permit key and, as a result,

the computer does not respond any more or opera-

tion Is stopped, the user cannot understand the

20 cause.

In such case, a copyright control message is

displayed just as an error message is displayed by

the copyright control program.

The display of the copyright control message

25 as described above also fulfills the function of

warning in case the user intentionally uses the data

beyond the range of use of the permit key.

In general, various programs are incorporated

in ROM in side the equipment which the user uses,

30 or the programs are supplied from software. In

case the programs are incorporated in ROM, there

is no possibility that the programs are changed, but

the equipment to be used is limited to those, in

which the ROM is incorporated. On the other hand,

35 in case the programs are supplied from software,

there is no limitation if the programs are trans-

ferred, but there is a possibility that the programs

nay be altered.

The database is utilized by various users using

40 various types of devices. Therefore, in case the

programs to control the copyright are supplied as

software, it is necessary to cope with various types

of devices, and there must not be the possibility to

change the program.

45 Therefore, to prevent such trouble, the copy-

right control program should be encrypted.

In this case, as a matter of fact, it is necessary

to modify the program according to the device,

which the user uses. In such case, a program to

50 translate the copyright control program is provided

in communication software of the device which the

user uses, and the copyright control progam is

translated by the translation program of the copy-

right control program so that it suits the device.

55 Even when the permit key itself for using the

database as described above may be more com-

plicated by encryption, data size of several tens of

bites Is sufficient at the most. Therefore, the time

4
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required for transmitting tiie permit l<ey is far stior-

ter than one second. In otiier words, even when

charged public telephone line is used and other

information Is transmitted together with the permit

key, the increase of cost is negligible.

Therefore, when transmitting the permit l<ey as

shown in Fig. 3B utilizing surplus time, the copy-

right control program can be transmitted.

The copyright control program can be supplied

together with the permit key and also together with

the data as shown in Fig. 3C.

In this case, the copyright control program is

supplied together with the data, and the entire data

utilization is placed under control of the copyright

control program. For example, it is set in such

manner that the data supplied in encrypted state

cannot be decrypted unless the copyright program

supplied with it is used, and in case there is no

such copyright control program, the data cannot be

used.

In so doing, the control of copyright is further

reinforced.

Further, if the copyright control program is

integrally united with the data, copyright control is

further reinforced.

The following are some examples of the copy-

right control message:

"Need a display permit key."

"Need a storage permit key."

"Need a copying permit key."

"Need an edit permit key."

"Need a transfer permit key.
"

Some other examples are:

"Display unavailable."

"Storage unavailable."

"Copy unavailable."

"Edit unavailable."

"Transfer unavailable."

These copyright control messages are dis-

played alone as shown in Fig. 1A or in combination

as shown in Fig. IB.

Next, description will be given on supply of the

copyright control message.

To display the copyright control message, the

message must be stored in memory of the device,

which the user uses. The memory in the device is

classified to ROM and RAM.

The method to store in ROM is a reliable

method, but there is a limitation to the device to be

used because the user must use the ROM, where

the copyright control messages are stored.

As the methods to store in RAM, there are a

method to supply together with the permit key, a

method to supply together with the copyright con-

trol program, and a method to supply together with

the data. It is needless to say that, when the permit

key and the copyright control program are supplied

at the same time, the copyright control message

can be supplied at the same time.

The copyright control message is not effective

unless an adequate one is displayed. For this rea-

son, the copyright control message cannot play its

5 original role when the message is changed in such

manner that no substantial content is displayed, or

further, its content is null to be displayed. To

prevent such trouble, the message is encrypted.

The display of the copyright control message

10 is executed by the copyright control program. The

nodes of display are as follows: when it is tried to

perform an operation with no adequate key avail-

able, a corresponding message is displayed; all

messages corresponding to operation, available for

75 the current permit key, are displayed, if it is tried to

perform an oreration without available permit key.

The copyright control message is supplied to-

gether with the permit key as shown in Fig. 3D or

together with the data as shown in Fig. 3E.

20 The copyright control message is transmitted

by transmitting all messages or only the necessary

messages required. In the former case, the quan-

tity of information is plenty, but security is high. In

the latter case, the quantity of information is rela-

25 tively few, but security is low.

It is desirable that the copyright control mes-

sage cannot be separated from the data just as in

the case of the copyright control program, by the

means for integrating it with copyright control pro-

30 gram.

To display the copyright on printed matter, the

name of the author and the date are used. The

copyright of the database is displayed by entering

information such as the name of the author and the

35 date.

As described above, edit and up-load of edited

data are included in the use of the data in the

database. Specifically, the presence of secondary

data, which is edited from the data, i.e. a work of

40 authorship, is recognized. To ensure the copyright

of the data in this context. It is necessary to store

the information on original authorship and secon-

dary authorship together with the data.

For this purpose, in case use of the data other

45 than down-load and display of the data is executed,

copyright information including the information on

the operator Is stored together with the data as

history in addition to the copyright information up

to that moment.

50 In this case, it is set in such manner that only

the person who controls the database can put the

original author ship to database as primary data,

and all data handled by other than the person in

charge of database control are as secondary data,

55 and the control of history can be further reinforced.

When the copyright information is separated

from the data, which is a work of authorship, it

becomes extremely difficult to recognize the copy-

5
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right. Thus, it is necessary to set that the copyright

information cannot be separated from the data.

To disable the copyright information to sepa-

rate from the data, there are a method to integrate

the data with the copyright information or a method

to mal<e the data not utilizable unless copyright

information is available, just as in the case of the

copyright control program or the case of the copy-

right control message as described above.

First, description will be given on the method

to integrate the data with the copyright information.

The data handled by computer comprises a file

header indicating data name and size and a file

body, which is main body of the data. Therefore, to

integrate the data with the copyright information

there are methods to integrate the copyright in-

formation with the file header, to integrate the

copyright information with the file body, and to take

other means for the purpose.

Among these methods, the method to integrate

the copyright information with file header is avail-

able even without file header in case of character

information expressed by character code. Thus, It

is a simple method but not very reliable. Also,

because the capacity of the file header is not so

high, it is not sufficient in case there are a large

amount of copyright information.

Digital picture data and digital sound data are

grouped, and a header is added to this group. The

copyright information can be integrated to this

group header.

However, there is a problem of header capacity

similar to the case of file header in this case.

As the method to integrate the copyright in-

formation with the file body, one way is to add it for

each edited data, and another is to add it all

together.

in case of adding the copyright information for

each edited data, the copyright information is ad-

ded to each data, which is edited by cut and paste

procedure. This case Is not only complicated but

disadvantageous in that the entire file data be-

comes too big.

If the picture data is indicated the copyright of

original authorship, it is easy to confirm to which

data corresponds, and thus, it is not always neces-

sary to add the copyright information to each mini-

mum unit of the edited data.

It is also possible to write the copyright in-

formation into the copyright program, in this meth-

od, it is difficult to manipulate the copyright in-

formation if it is written in the copyright control

program integrated with the data asalready de-

scribed.

In case the data is a picture signal, it is neces-

sary to have synchronisation signal data in order to

define scanning line, field and frame. This synchro-

nization signal has high redundancy and is gen-

erally turned to code of variable-length. Thus, the

copyright information can be mixed with the code

of variable-length. The number of scanning lines is

480 in case of VGA standards. By utilizing this, a

5 considerable quantity of information can be mixed

in it.

In case the picture data is animated picture, it

is possible to write sufficient quantity of copyright

informationin this method. However, if the picture

70 data is a still picture edited by cut and paste

procedure, there may be no space enough to add

the copyright control information.

Fig. 2A and Fig. 2B each represents a structure

of a signal of analog type television and that of a

75 signal of digital type television. Fig. 2A represents

the case of analog television, and Fig. 2B shows

the case of digital television.

The signal other than picture data such as

multiplex teletext signal in analog television is in-

20 serted by utilizing vertical retrace Interval, and hori-

zontal retrace interval is not utilized.

In contrast, in digital television, it is possible for

copyright control program or other multiplex

teletext signal to enter into horizontal scanning data

25 or Into vertical scanning data.

As a method to integrate the copyright informa-

tion with data, one way is to write the copyright

information into the data itself, and another is to

write it into control code.

30 As the data used in computer, there Is control

code for controlling communication system or com-

puter system in addition to the data to be dis-

played on screen or used for some operation, and

this control code cannot be seen by the user.

35 Therefore, if the copyright information is written

into the control code, the copyright information thus

written does not cause trouble in the use by the

user.

It is also possible to enter into the file of the

40 computer using the technique of computer virus

without affecting the operation itself.

The copyright information may be supplied to-

gether with the permit l<ey as shown in Rg. 3F or

may be supplied together with data as shown in

45 Fig. 3G.

Attention has been focused in recent years on

digital signature. Using a private l<ey which only the

person concerned knows and a public key which

other persons also know, digital signature is pre-

50 pared from the private key and from the data of file

size based on the document. If the document is

changed, the change can be confirmed by the

private key, and the content of the document can

be seen at any time by the other persons using the

55 public key. Thus, this offers very high security.

The data of computer can be changed without

leaving any trace. For this reason, if the copyright

of the data is infringed without being noticed, this
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may not be known to the author, or a user, who

uses the data without knowing that the content of

the data has been changed, may be suffered some

damage.

To prevent such trouble, digital signature is

attached to the data, which may be changed, and

the damage to the copyright owner or the user can

be avoided.

The "permit key" , "copyright control pro-

gram", "copyright control message", and "copy-

right information " can be combined in any way as

necessary to actualize the method for controlling

database copyright.

Also, it is possible to design in such manner

that only a part of the data of the copyright control

program, the copyright control message or the

copyright Information Is supplied together with the

permit key as shown in Fig. 3H, 31 and 3J and that

the other part Is supplied together with the data so

that the part supplied as the permit key and the

part supplied together with the data are combined

together and the function as a complete permit key

serves after they have been combined together.

In so doing, it is possible to give the function of

the permit key to the copyright program and copy-

right control message, and higher security is en-

sured.

Claims

1. A method for data copyright control for control-

ling copyright of digital data encrypted and

supplied from a database to a user, whereby:

a utilization permit key including a decryp-

tion key for said digital data is supplied from a

key control center to said user;

said utilization permit key is a display per-

mit key for displaying said digital data, an edit

permit key for editing said digital data, a stor-

age permit key for storing said digital data, a

copy permit key for copying said digital data

and/or a transfer utilization permit key for

transferring said digital data; and

said user decrypts said digital data using

said permit key and displays, edits, stores,

copies or transfers said digital data.

2. A method for data copyright control according

to Claim 1 , wherein digital signature is given to

said digital data.

3. A method for data copyright control according

to Claims 1 or 2, wherein at least one of a

copyright control program for controlling copy-

right of said digital data, a copyright informa-

tion for copyright of said digital data or a

copyright control message for use of said digi-

tal data on copyright is used in addition to

each of said permit keys.

4. A method for data copyright control according

to Claim 3, wherein said copyright information

5 is stored, copied or transferred together with

said digital data in case said digital data is

stored, copied or transferred.

5. A method for data copyright control according

10 to Claim 3 or 4, wherein history information for

edit, copy or transfer of said digital data is

added to said copyright information in case

said digital data is edited, copies or trans-

ferred.

75

6. A method for data copyright control according

to one of Claims 1, 2, 3, 4 or 5, wherein said

display permit key, said edit permit key, said

storage permit key, said copy permit key

20 and/or said transfer permit key are encrypted.

7. A method for data copyright control according

to Claim 6, wherein said encrypted data is

decrypted by said copyright control program.

25

a A method for data copyright control according

to one of Claims 3, 4, 5, 6 or 7. wherein said

copyright control program is encoded.

30 9. A method for data copyright control according

to one of Claims 3, 4, 5, 6, 7 or 8, wherein said

copyright control program, said copyright in-

formation or said copyright control message is

supplied together with said utilization permit

35 key.

10. A method for data copyright control according

to one of Claims 3, 4, 5, 6, 7 or 8, wherein said

copyright control program, said copyright in-

40 formation or said copyright control message is

supplied together with said encrypted data

from the database; and

said utilization permit key is supplied from

said key control center.

45

11. A method for data copyright control according

to one of Claims 3, 4, 5, 6, 7 or 8, wherein a

part of said copyright control program, said

copyright information or said copyright control

50 message is supplied together with an encryp-

ted data from the database; and

another part of said copyright control pro-

gram, said copyright information or said copy-

right control message is supplied together with

55 said permit key from said key control center.

12. A method for data copyright control for control-

ling copyright of digital data encrypted and

7
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supplied from a database to a user, whereby:

a permit key including a decoding key for

said digital data is supplied from a key control

center to said user;

said permit key is a display permit key for

displaying said digital data, an edit permit key

for editing said digital data, a storage permit

key for storing said digital data, a copy permit

key for copying said digital data and/or a trans-

fer permit key for transferring said digital data;

and

said user displays, edits, stores, copies or

transfers said digital data using said permit

key;

said digital data encrypted is decrypted

when said digital data is displayed and edited;

and

said digital data Is encrypted again when

said digital data Is stored, copies or trans-

ferred.

13. A method for data copyright control according

to Claim 12, wherein digital signature is given

to said digital data.

14. A method for data copyright control according

to Claims 12 or 13, wherein at least one of a

copyright control program for controlling copy-

right of said digital data, copyright information

for copyright of said digital data or a copyright

control message for using said digital data on

copyright is used in addition to each of said

permit keys.

15. A method for data copyright control according

to Claim 14, wherein said copyright Information

Is stored, copied or transferred in case said

digital data is stored, copies or transferred.

16. A method for data copyright control according

to Claims 14 or 15, wherein history Information

for edit, copy or transfer of said digital data Is

added to said copyright Information In case

said digital data Is edited, copied or trans-

ferred.

17. A method for data copyright control according

to one of Claims 12, 13, 14, 15 or 16, wherein

said display permit key, said edit permit key,

said storage permit key, said copy permit key

and/or said transfer permit key are encrypted.

18. A method for data copyright control according

to Claim 17, wherein encryption of said digital

data is decrypted by said copyright control

program.

19. A method for data copyright control according

to one of Claims 14, 15, 16. 17 or 18, wherein

said copyright control program is encrypted.

5 20. A method for data copyright control according

to one of Claims 14, 15, 16, 17, 18 or 19.

wherein said copyright control program, said

copyright information or said copyright control

message Is supplied together with said permit

70 key.

21. A method for data copyright control according

to one of Claims 14. 15, 16, 17, 18 or 19,

wherein said copyright control program, said

75 copyright Information or said copyright control

message Is supplied together with said digital

data encrypted from the database; and

said permit key is supplied from said key

control center.

20

22. A method for data copyright control according

to one of Claims 14, 15, 16, 17, 18 or 19,

wherein a part of said copyright control pro-

gram, said copyright information or said copy-

25 right control message is supplied together with

the digital data encrypted from the database;

and

another part of said copyright control pro-

gram, said copyright information or said copy-

30 right control message Is supplied together with

said permit key from said key control center.

35

45

50

55
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